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1. BBeaenue

1.1. Lean 1oKkyMeHTa

I{enpr0 TaHHOTO JOKYMEHTA SIBJISICTCSI OITMCAHUE OCHOBHBIX MTPOOJIEM, CBSI3aHHBIX C
pabotoii Firewall (bpanamayspoB) , ais oGecrieueHus IpaBUIbHON PadOThI
nporpaMmHoro ooecriedeHus: Audatex.

1.2. Ioan3oBaTejasaM
DTOT JOKYMEHT aJIpeCOBaH IMOJIb30BaTeIsIM NMPoAYKTOB Audatex. Pacmpoctpanenue
JAHHOT'O JIOKYMEHTa 0e3 paspemieHust pykoBojacTBa Audatex Russia 3ampernieHo.

JIrob6oe ncnonb30BaHue NH(POPMALUU U3 JAHHOTO JOKYMEHTA, B LIEJAX, OTIMYHBIX OT
1eNel, onpeaenéHHbIX B CTPYKType coTpyaHnuectBa ¢ Audatex Russia, 3anperieno.
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2. Unentudukanusa npodsaem, CBA3aHHbBIX €

noakaouenneMm I1O Audatex k ceru Internet
2.1. Unentudurkanust npodaem

Crnenyromiee [1O mokeT uMeTh TPOOIEMBbI MOAKIIOYEHUS K HAIIUM CEPBUCAM B CBSI3U C
HACTPOUKAMU CUCTEM 0€30TaCHOCTH KOMIThIOTEPOB:

» AudaUpdate

» AudaShare

*EUR L

* AudaVin Beimonasemas u3 mog AudaShare

[lepenaua / nonmydyenue nanubix Ha / ¢ AX.NET (Audapad WEB)

[IpoOnembl MOKITIOUEHUST BOSHUKAIOT B CBsi3U ¢ ucrnonb3oBanueM [10 Firewall
KOTOPOE 3alUIIAET KOMIIBIOTEPHI OT HEABTOPU30BAHHOTO JIOCTYTA Ha KOMITBIOTEP
WJIM C KOMITbIOTEPA B ceTh MIHTepHET. HEKOPPEKTHO MPOCUTH OJIB30BATENIEN
orkiovath Firewall. Koneuno, BosHe pasymuo Beikitounth Firewall Ha mepuon
npoBepku noakimtoueHus [0 Audatex k cepBepam Audatex uepes cetu Internet.
[Tocne takoii mpoBepku Firewall mommkeH ObITH BKIIIOYEH BHOBb U HACTPOEH JOJIKHBIM
o0Opazom.

Tem ne menee, Bol JOKHBI TOMHUTB, YTO AK€ KPATKOBPEMEHHOE MOJKIIOYCHHE
KOMIIbIOTEpa K ceTu MHTepHeT npu BeikmoueHHOM Firewall moxket mpuBectn

K cepbE&3HbIM npobaemam. Iloap30BaTeny, HOAKIIOYAONINE CBOM KOMIIBIOTEPHI

K ceTu IHTepHeT MOMKHBI OBITh YBEPEHBI, UTO B ONEPANMOHHON CUCTEME YCTAaHOBICHBI
Bce ooHoBnenus u Firewall paboraet nmpaBusbHO.

2.2. IIpumepsi 3amutHOrO IO

*Windows Firewall,
*Zone Alarm,

*Outpost Firewall Pro,
*Comodo Firewall Pro.
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3. Hacrpoiika pacnpocrpanennbix Firewall npusiosxkennid.
[Tpumeps! HUKE TTOKA3BIBAIOT Kak pa30mokupoBath npuioxkenns AudaUpdate u
AudaShare.
B cityuae paboThl ¢ ApyruMu NpUI0KEHUSIMH UCIIOJIB3YHUTE TOT K€ AJITOPUTM.
OOmmii MPUHITKTI B TOM, YTO BBI IOJDKHBI pa30JIOKUPOBATEH MIPHIIOKEHUE IS
€ro J0cTymna ero B ceTb MIHTEepHET.

3.1. Windows Firewall
3amyckaem bpanamaysp Windows u3 [lanenu Ynpasienus.

Firebird 2.1 Java Mero
SErvEr BurnRights
Manager

W e
19 =
AAMHMHMCTR.., bBpaHamavap Jatawr epema

Windows

OtMmeuenHas onus "BriatounTs" yka3pIBaeT Ha TO 4YTo bpaHnamaysp BKIIOUEH.
Omwms "He paspemars HCKITIOYEeHNUA" J1OKHA OBITH BRIKJIIOYEHA.

*= bpanamayap Windows

O8wwe | Mokmauerin | JonoaHuTensHo

B PaHorayap ! QNE NOROC3IET ZAWHTHTE Bl KOMOBOTER

B paramaysp Windows norMorasT NpegoTEPATHTE HECEHK LMOHMPOESHHEIR
A0CTYM K BalLEY KorNsTepy Yepes MHTepHET 1AM ceTk.

@ (%) Brmoumte [pexomenayerca)

3TOT NAPAMETP GAOKMPYET NOLKMOYEHHE BOER BHELIHMA
WCTOYHHE OB K AaHHOMY KOMIBHITEDY, KPOME BRIGPaHHBL: Ha
BKNSAKE HCKIOYEHHE,

[|He paspewarb MCKANYEHHA

BriSepUTE 3TOT NapareTp NpM NOLKMOYEHUM K OTKPETOMN CETH B
MEHEE SaLUHLWEHHEIE MECT 3%, HANpHMED, B 33ponopTy. Bel He
GYaeTe NOAYYSTE YESLOMAEHHA, KOrLa GpaHarayap Windows
AN0KHPYET NpOrpardtdel. MCTOMHMEM, BRISPAHHEIE HA BENALKE
WCKMOYEHUE, GUUT WMHOPMPOBATECA.,

@ ) Bk mouMte [He pexomenayercH)

CTapaiTecs He MCNONL30BaTE 3TCT NapameTn. BeiknmueHie
OpaHarays pa Windows NPHUEQLMT K CHMAEHMK SaLLML EHHOCTH
KOMMBKTERE OT BMPYCHENE 3TaK W SN0YMBILLNEHHME OB,

MNogpofHes o GpaHardags pe Windows

(] ] [ OTreHa
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Mpb1 HaxuMaeM Ha 3aknaaky "MckimoueHus" ajis npoBepKU NPUCYTCTBUS B CITUCKE
porpaMm
audashare.exe u audaupdate.exe. Ecnu ux Tam Het, HakuMaeM KHOTKY "Jl0o0aBUTH
porpamMmy"”

"= bpangmayap Windows

Ofwme | MokawueHda | NononHurensHo

Eparormayap 'Windows GnokMpYeT EXOAAWLME CETEERIE NOMKMHOMEHHA, MCKIHDYaA
MPOrPararEl W Cigobl, BEIOpaHHEE HEKe, JI00aENEHME HCK MOYEHHE YiyyIwLasT
pafoTy HEKOTOPEIY NPOrpattd, HO NOERIUSET PHCE GE30NSCHOCTH,

Mporpammel M iy Gk

Mr4a

AudaShare

Audallpdate

O UPrP-urepacTpykTupa

] AueTaHuMoHHDE YrpaBIEHME DAtBaYMed CTOn0k
[ O8wmi gocTyn K $ainam 4 npHHTepan
YaaneHHEIE NorOLLHME,

[ﬂuﬁasmb npurpammg...l [ HofaeHTe Nopr. .. ] [HSMEHHTI:...

OToApakaTe YEELOMIEHME, KOMLE GpaHaMaysp SN0KHMPYET NpOrpatdry

ONSCHOCTH DES0EUEHHA HCKHYEHMEA

[ Ok ][ OTmeHa ]

Ecnu HeoO6xoaumasi HaM rporpamma oToOpaskaeTcs Cpeau MporpaMm U CIyk0, Mbl
BBIZIEIISIEM €€ U

Haxxumaem OK. Eciou mporpamMmesl HeT B ciucke, HaxumaeM "J1o6aBuTh nporpammy" u
"O630p".

Hwxe ykazansl myTtr mo ymondanuu kK nporpammam Audashare u Audaupdate.
\AUDATEX\AudaUpdate\AudaUpdt.exe

\AUDATEX\AudaShare\AudaShare.exe

\AUDATEX\FTClient\FTClient.exe

\AUDATEX\Audapad\VinWeb32.exe
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3.2. ZoneAlarm

Bo Bpems niepBoro 3amycka nporpammsl audaupdate.exe niu audashare.exe,
ZoneAlarm otoOpaxaet cOOOIIEHHE YTO MPUIOKEHUE TBITACTCS MOTYYUTh JOCTYI K
cetu UnTepuer. B aTOM citydae Bbl JOKHBI BBIOpaTh om0 "Allow", momeTus
"Remember this setting."

AudaShare

Cannecting to Database...

FPlease Wait. . NEW PROGRAM

AudaShare is trying to access the trusted
Zone.

|dentification; ok available in Zonedlarm
Application: AudaShare exe
Destination [F: 127.0.0.1:Port 3060

More Information Available:

Thiz iz the program’s firgt attempt to acceszs the local
netwark,

SmartDefense Advisor

Want to have fewer alerts?

Find out how.

Femember thiz setting.

[ 2w

Ecnu audaupdate.exe unm audashare.exe ObutH 3a0710KUPOBAHBI , BbI IOJKHBI
Pa30JI0KUPOBATHh UX BPYUHYIO B HACTPOUKAX MPOTrpaMMbl. UTO ObI BBIMTOJIHUTH ITH
HACTpoWKH oTKpoiTe ZoneAlarm. BriGupaewm 3aknanky "Program Control" u
HaXoJuM 3a0JJOKMPOBaHHYIO mporpamMmy ( B Hamiem ciydae Audashare). 3atem
IeJTKaeM IO HEeW U el KOJIOHKA JOCTYTa COAEPIKUT OMIIHIO OJOKHUPOBAHUS (KPACHBIH
KpECT), MBI MEHSIEM 3HAaYCHHE, HICJIKHYB 10 KPeCTy U BbIOpaB u3 crucka "Allow".



Overview

Firewall

Program
Control

Anti-virus
Monitoring

E-mail
Protection

Alerts & Logs

74 FoneAlarm

ZONEALARM

by Check Point

All Systems Active

These are the programs
that have tried to access
the Internet or local
netveork, along with the
permissions they were
given.

Change program
permissions by left
clicking the ¥, 7 and
"check" icons.

Access: Allows a
program to actively
retrieve information on
the Internet or network.

Server: Allows a program
to passively listen for
unzolicited contact from
the Internet ar network.
Wery fewy programs
require server rights.

Send Mail Allows a
program to send and
receive e-mail.

Click here to upgrade to Zoneslarm Sec

Teneps HEOOXOAMMO 3aKPBITH MporpamMmy ZoneAlarm u mpoBepUTH
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EBX

INTERHET

(W AINERRENRE
OUTERRRRRRRNR

@

[ s | X

PROGRAMS

© Help

Main Programs

Programs

j Application Layer Gatevvay Service
@ Andashare

i 2updcint

@ Firebird SOl Server

@ Framework Service

j eneric Host Process for Win32 ..
j L=& Shell (Export Wersion)

] MTVDM EXE

J Windowes Explorer

ﬁ Windows Genuing Advantage Mo,
ﬂ Windows MT Logon Application

2o Fonedlarm Client

2o ZoneAlarm Updating Client

Access

Trusted Intermet Trusted Interret

G [ [0 ) 6 [ [ 4 [ [ [ & [0

G | (mnd (] | | [ (€ (] | |6 ()

Server

b AEN ARG TS AT JES RO JESRPES TEES SRS HEEN RO
p RN IS TES TN TES TEN 1o BN JENIEN JES

Entry Detail
Product name

File name

Last policy update
Yersion

Last modified date

Filz =ziwra

Mot applicakle

AR

paboTOCIOCOOHOCTh HYKHOM HaM MPOTrPaMMBI.

3.3. Outpost Firewall Pro
Bo Bpems nepBoro 3amycka nporpammsl audaupdate.exe uinu audashare.exe,
Agnitum Outpost Firewall orobpaxaeTr cooblieHre 4To NpusaoKeHUe MbITaeTCs
HOJYYUTh AOCTYI K ceTH MHTepHeT. B aTOM ciyuae BbI JOHKHBI BCET]a BRIOMPATH
"Allow all activities for this application" wmnu "Create rules using

present" omIuIo ¢ MPaBUILHBIM I1a0JI0HOM. MBI pekomeHtyeM BeiOupath "Allow all
activities for this application". 3aTem Haxkxmute kHONKy OK.

MicrosoftEWindowsE Operating System
COOMMDOWE sy stem32alg exe

5.1.2600.2150 (xpsp_sp2_rtm.040803-2158)
04-08-2004 01:56:48

Akl
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Outpost Firewall Pro

Audashare
@ Application is requesting an outbound connection,

Process: CaudatexiaudashareyaudasShare. exe

Remote Address:  pcaxplmga. axplnt0l, audatex.pl, TCP: 3050

Dutposzst Firewall Pro should:

(% allow all activities For this application
(1 Block all activities For this application

O Create rules using preset

Smark Advisor

| Cuskom. ..

[ Allow COnce ] [

Elock Once ]

Ecnu nmporpamma audashare unu mro0ast npyras Obi1a 3a06J10KMpOBaHa , BbI JTOJKHBI
pa30JIOKUPOBATh €€ BPYUHYIO B HACTPOHKAX MpOTrpamMMbl. J{Jist 3TOr0 OTKphIBaeM

nporpammy Agnitum Outpost Firewall.

Bri6upaem onmuro "settings" u 3aknanky "Firewall Network Rules"

KOTJIa MBI HAXOJMM HaIlly TPOrpaMMy B CTIECKe ( B HaIeM mpumepe 3to audashare.exe
u audaupdt.exe) . Ecnu kakue To 3 mporpamm Haxozsatcs B cekmun "Blocked" , mbr
JIOJIKHBI TIEPETAIUTh Ha3BaHUs mporpaMm B cekiuto "Trusted". J[pyrum cmocobom
MOJTYYUTh TAKOH JKe pe3ysIbTaT OyJIeT SBISIThCS HaXKaTHe Ha HA3BAHUU MIPOTPAMMBbI U

< (]

OUTPOST

Bb1OOp kHomku "Edit" ¢ omumeii "Always trust this application".

[+ Event Yiewer

Host Protection
Anti-Spyware
- Schedule and Profiles

B op_Mon.EXE
= SERWICES.EXE
= SWCHOST EXE

Mail Scanner E USERINIT.EXE
Web Control -,-ALf WEATRAY EXE
- ID Block == WMIPRYSE EXE
Ads and Sites E WUALICLT EXE
Logs Trusted

f@ Welcome
[= Firewall "
Metwork Activity SElings
Used Ports General Blocked (1) add...
= Host Protection - Configuration () AUDASHARE.EXE
Pracess Activity -~ Update El Custom access (12}
2 Anti-Spyware _ Improvelet ALG.EXE
; Firewall B CTFMON.EXE
Quasntie - Metwark Rules 'J EXPLORER.EXE
= Web Control -~ LAM Settings (i FEEDBACK EXE Use Custom Rules. ..
Onling Activity fittack Detection ™ L5As5.EXE

Remove Application

Firewvall: Rules Wizard

System-wide rules

Define rules applied to all processes running on the system as well as
naon-application traffic rules,

| 1cwpsettings.. | [ system-wide Rules. ., |

4

[ oK, l [ Cancel ] [ Apply ] .




ITocne sToro
#: Outpost o
OUTPOST

@ Welcome
= Firewall
Metwork Activity
Used Ports
= Host Protection
Process Ackivity
=l Anti-Spyware
Quaranting
= Web Control
Online Activity
=l Event ¥iewer
[E) Product Internal Events
[E| Firewal
[El attack Detection
[E] web Control
[El anti-spyware

Process Name Protocal

Address
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Action

General

- Configuration

- Update

L Imnproveiet
Firewall

- Metwork Rules

- LAM Settings

- Attack Detection
Host Protection
Anti-Spyware

- Schedule and Profiles

' Mail Scanner
web Control

1D Elack

- Ads and Sites
Logs

Blocked

- Custom access {10)
™ ALGEXE
= DWWIN.EXE

FBSERVER.EXE
FRAMEWORKSERVICE EXE

™ L5a55.EXE
™ SERVICES.EXE
™ SWCHOST.EXE
IF WEATRAY.EXE
== WMIPRYSE EXE
™ WUAUCLT EXE
Trusted (2}
ALDASHARE EXE
AUDAUPDT EXE

Add...

Remove

Syskem-wide rules

Define rules applied to all processes running an the system as well as
non-application traffic rules,

[ 1cmpsettings... | [ system-wide Rules. . |

| oK %J[ Cancel ][ apply ]

Size

Firewall: Rules ‘Wizard

iy start ol o

&= Cutpost Firewall Pro

v | A ® U ol

Bol nomxHBI IpUHATE M3MeHeHUsT HaxkaB KHONKy OK u 3akpsiB Agnitum Outpost
Firewall. ITO Audatex mommkHO paboTaTh KOPPEKTHO.

3.4. Comodo Firewall Pro
ITo ymonuanuto Comodo Firewall paGoTaeT B pexxnuMe 00yUyeHuUsi U HE CIPALLMBAET
paspeniath Win 3anpeniatb JOCTYI MporpaMMam, 10 TeX Mop moka doiee cTporue

OIIMY HE BKIIOYEHBI. B 3TOM ciyyae MOKET MOSBUTHCS 3a1poc:

10
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to dao’?

&pplication : . fudalipdt exe
193.43.151.61 - TCF

: frpa1)

Remaote
Part
Foecurity Considerations -

| dudallpdt exe could not be recognized and it iz about to connect

the Internet. If it iz one of your everpday applications, you can allov thiz
| request.

() &llaw this request
(") Elack this request

(@) Treat this application as

I Trusted Application

[ Remember niy answer

Less Oplions E|

!

B

@ How should T answer?

]

oK %_][ Cancel

Bu1 nomxabl BBIOpaTh "Treat this application as
BbI0Op Haxkatuem kHomku OK.

Trusted Application" u moaTBepAUTH

Ecnu xakast nu6o u3 mporpamm Oblia 3a010KkMpoBaHa Bbl 10KHBI pa30I0KUpOBATh €€
BPYUYHYIO B HACTpOoWKax nmporpammsl. Jliist aToro Ber nomkuer oTkpsiTe Comodo
Firewall Pro, BweiOpats ommuum "Firewall" u "Advanced" a 3aTeM momMeTuTh
"Network Security Policy". TlosiBUTCS OKHO ClIeTyIOIETO BUIA:

11
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E Network Security Policy

Application Fules | Global Rules

Application name Treat as

(=] COMODT Firewall Pro Cukgoing Cinly
fas @ Alloe Dukgaing TCP ar LDP Requests
L @Binck and Lag All Unmatching Requests

E{-\jiﬁéws Updater Applications Cuskam
& @ Allowe TCP OR UDP Qut From IP Any To IP Any Where Source P, Mave Lp
= gc:'l,Program FilestInternet Exploreriiexplore, exe Zustom
[i= @ Allows TP Ok Fromn IR Anee To IP Any Where Protocol Is Any [ Mawve Daown ]
Wnudatex'l,.ﬂudaUpdate'l,AudaUpdt.EN& Custom :
[ () Allaw TP Infut From IP Any To IPMﬁny where Protocol Is Ame
El@C:'l,.ﬂ.udatex'l,ﬁ.udaShare'l,P.udaShare.exe Trusted Application

L @ Allows All Incoming and Oubgoing Reguests

wibak do these settings doy Apply Cancel
v
Fd

Ecnu xakoe nu6o u3 npwioxenuit He umeeT craryca "Trusted Application", Bbl
JOTDKHBI TIOMEHSTh 3TO U3MEHHB CBOMCTBA KaK MOKa3aHO HIDKE.

U Network Security Policy

Application Rules | Slobal Rules

Application name !Treat as |
EI.C:'|,.C\uclatex'l,.ﬂ.udaLlpdate'l,.C\udaUpdt.exe Blocked Application

E @Elotk All Incorming and Cutgaing Requests =
[=]ZOMODO Firewall Pro Qutgoing Only

Remove

e @ Allow Dutgoing TP or UDP Requests

L @B!ock and Log All Unmatching Requests

EELRE

Mowe Lp
[=]"vindows Updater Applications Zustom
e @ Allow TCP QR UDP Out From IP Any To IP Any Where Soorce P, Mo Down
= @C:\,Program FilesiInternet Exploreriiexplore. exe Custam
L @ Allow P Ot From TP Any Ta P Any Where Protocol Is Any Purge
EI@C:'I,F\udatex'l,.ﬂ.udaShare'l,F\udaShare.exe Trusted Application

L @ Bllow All Incoming and Oukgoing Requests

what do these settings do? Apply Cancel
¥
Erd

12
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ﬁ Application Network Access Control ;

Application Path:

[C:“-,.ﬁ.udatexﬁ,.ﬁ.udal_lp-:iete",.ﬁ.udaupdt.exe

~etwork Access Rules

Blocked Application

(@) Use a Predefined Palicy

(IUse a Custom Palicy

Thy'w'eb Browser T

[ add. .. ] [ Edit... ] [Eemu:we ] [

Mowve Lp ] [ Move Down ]

.,

-

@ What do these settings do? [ Apply

(e |

Application Rules | Slobal Pules

ﬁ Network Security Policy :

Application name

EI.C:'I,P.udatex'l,.ﬁudaUpdate'l,AudaUpdt.exe

ITreat as

Trusted Application

= & Allow Al Incaming and Oukgeing Requests

=] COMODO Firewall Prao Qukgaing Only

- @ Allows Oukgaing TCP ar UDP Requests

L @B!ock and Log All Unmatching Reguests

Edit...

Remove

Mowe Up

[=]Windows Updater Applications Cuskom
L= () Allows TCP O, UDP Out From IP Any Ta IP Any Where Source P.., Miove Down
=l @C:\,Program FilesiInternet Explareriiexplore. exe Cuskam

B @.ﬂllnw IP Qut From IP Any To IP Any 'o'\r-'\here Pratocal Is Any

B@C:'|,.ﬂ.udatex'l,.C\udaShare'l,.C\udaShare.exe by Trusted Application

= @ Allows All Incaming and Outgeing Requests

II I II II =
[w
CL

Purge

@ what do these settings do? [ Apply

][ Cancel ]
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